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Copyri ght Notice

Copyright (C The Internet Society (2001). Al Rights Reserved.

Abst r act

A nunber of algorithmURIs intended for use with XM. Digital
Si gnatures [RFC 3075] are defined.

D. Eastl ake 3rd [ Page 1]



| NTERNET- DRAFT Addi tional XM.DSI G URI s April 2001

Acknowl edgenent s

@ enn Adans, Merlin Hughs, Brian LaMachia, Joseph Reagle

Tabl e of Contents

Status of This Document......... ... .. ... 1
Copyright NoticCe...... ... ... e 1
ADStract . . . 1
Acknowl edgement S. . .. ... 2
Table of Contents...... ... ... . . . .. 2
1. IntroduCtion. . ... ... 3
2. URL S, o 3
2.1 DigestMethod Algorithns......... ... ... ... ... ... 3
2. L. L VDB, .t 3
2. 0.2 SHA- 256, . . . 4
2. 0.3 SHA- 384, . .. 4
2. 0.4 SHA- B2, . . 4
2.2 SignatureMet hod Message Authentication Code Al gorithms.5
2.2, 1 HVAG VD5, . oottt e e e 5
2.2.2 HVAG SHA- 256. . . . .ot e 6
2.2.3 HVAG SHA- 384, . . . .. 6
2.2.4 HVAG SHA- 512, . .. 6
2.3 SignatureMet hod Public Key Signature Algorithns........ 6
2. 3. L RSA- VDB, . i 7
2.3.2 RSA-SHAZG6. . . .. 8
2.3.3 RSA-SHA384. . . ... 8
2.3.4 RSA-SHAB 2. . ... 8
2.4 Canoni calizatonMethod Algorithms....................... 8
2.4.1 Mnimal Canonicalization............. ... .. ... ... ..... 8
2.5 Transform Algorithms. ...... ... ... ... . . . . . .. 9
2. 5. L XPOI Nt I . o 9
3. Keylnfo Elements. ... ... 10
3.1 PKCS #7 Bag of Certificates and CRLsS.................. 10
4. TANA Considerati ONS. .. ... . 10
5. Security Considerations.............. .. .. 10
Ref er enCes. . .. 11
Aut hor’ s AddresS. . ... o e 12
Expiration and File Name........... . .. . . . .. 12
Ful | Copyright Statement........... ... ... . . . . . .. 13

D. Eastl ake 3rd [ Page 2]



| NTERNET- DRAFT Addi tional XM.DSI G URI s April 2001

1. Introduction

XML Digital Signatures have been standardi zed by the joint | ETF V\BC
XMLDSI G wor ki ng group. The Proposed Standard is specified in [ RFC
3075]. In addition, Canonical XM, which is used by many digita

si gnatures, has been standardi zed by the WBC and i s docunented in

I nformati onal [RFC 3076].

[ RFC 3075] specifies URIs to identify algorithms. However, this
protocol is likely to be raised to Draft Standard soon, which
requires two independent interoperable inplenentations to exist.
This may require algorithns in which there appears to be continued
interest to be dropped fromthe standards track specification. This
document is intended as a convenient reference list of URIs and
descriptions for any dropped fromthe Proposed Standard due to | ack
of inplementations plus additional suggested algorithms in which
there appears to be substantial interest.

2. URI's

The sections bel ow parallel those in Section 6 of RFC 3075 which
group various algorithns by their use in XML Digital Sigantures.
URI s bei ng dropped fromthe standard due to the transition from
Proposed Standard to Draft Stanard are included herein. Additiona
non-proprietary algorithms, particularly those based on USA
CGovernment and WBC standards, are given URIs that start with

http://ww. w3. or g/ 2001/ 04/ xm dsi g- nore
This does not inmply any official WBC status for these al gorithns.
Currently, dereferencing such URI's produces, at best, a temporary

pl acehol der document. Permi ssion to use these URIs was tentatively
gi ven by WBC staff.

2.1 DigestMethod Al gorithns

2.1.1 MD5

I dentifier:
http: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#nd5

The MD5 algorithm[RFC 1321] takes no explicit parameters. An exanple
of an MD5 DigestAl gorithmelenent is:
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<Di gest Met hod
Al gorithm="http://wwmw. w3. or g/ 2001/ 04/ xm dsi g- nor e#nmd5"/ >

An MD5 digest is a 128-bit string. The content of the Di gestVal ue

el enent shall be the base64 [ RFC 2045] encoding of this bit string
viewed as a 16-octet octet stream

2. 1.2 SHA-256

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- mor e#sha256

The SHA- 256 al gorithm [ SHA-256] takes no explicit parameters. An
exanpl e of a SHA-256 DigestAl gorithmelenent is:

<Di gest Met hod
Al gorithm="http://wwmv w3. org/ 2001/ 04/ xm dsi g- nor e#sha256/ >

A SHA- 256 disgest is a 256 bit string. The content of the

Di gest Val ue el enent shall be the base64 [RFC 2045] encoding of this
string viewed as a 32-octet stream

2.1.3 SHA-384

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha384

The SHA- 384 al gorithm [ SHA-384] takes no explicit paranmeters. An
exanpl e of a SHA-384 DigestAlforithmel enent is:

<Di gest Met hod
Al gorith="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#sha384"/ >

A SHA-384 digest is a 384 bit string. The content of the Di gestVal ue

el ement shall be the base64 [ RFC2045] encoding of this string viewed
as a 48-octet stream

2.1.4 SHA-512

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha512

The SHA-512 al gorithm [ SHA-512] takes an no explicit paranmeters. An
exanpl e of a SHA-512 DigestAl gorithmel enentis:
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<Di gest Met hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#sha512"/ >

A SHA-512 digest is a 512 bit string. The content of the Di gestVal ue
el ement shall be the base64 [ RFC2045] encoding of this string viewed
as a 64-octet stream

2.2 SignatureMet hod Message Authenticati on Code Al gorithns

Sone text in this section is duplicated from RFC 3075 for the
conveni ence of the reader.

2.2.1 HVAC MD5

| dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hnac- nd5

The HVAC al gorithm [ RFC 2104] takes the truncation length in bits as
a paraneter; if the parameter is not specified then all the bits of
the hash are output. An exanple of an HVAC- MD5 Si gnatureMet hod
elenent is as follows:

<Si gnat ur eMet hod
Al gorithnm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- nd5" >
<HWMACQut put Lengt h>112</ HVACCQut put Lengt h>

</ Si gnat ur eMet hod>

The output of the HVAC algorithmis ultimately the output (possibly
truncat ed) of the chosen digest algorithm This value shall be base64
[ RFC 2405] encoded in the sane straightforward fashion as the out put
of the digest algorithns. Exanple: the SignatureValue el ement for the
HVAC- MD5 di gest

9294727A 3638BB1C 13F48EF8 158BFCOD
fromthe test vectors in [RFC 2104] woul d be

<Si gnat ur eVal ue>kpRyej Y4uxwT9l 74FYv8nQ==</ Si gnat ur eVal ue>
Schema Definition:

<si npl eType name="HVACQut put Lengt hType" >

<restriction base="integer"/>
</ si npl eType>
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DTD:
<! ELEMENT HVACQut put Lengt h ( #PCDATA) >

The Scherma Definition and DID i medi ately above are copied from RFC
3075.

Al t hough sone cryptographic suspicions have recently been cast on M5

for use in signatures such as RSA-MD5 below, this does not effect use
of NMD5 in HVAC.

2. 2.2 HVAC SHA- 256

Identifier:
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hnmac- sha256

SHA- 256 [ SHA-256] can al so be used in HVMAC as described in section
2.2.1 above for HVAC MD5.

2. 2. 3 HVAC- SHA- 384

I dentifier:
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha384

SHA- 384 [ SHA-384] can al so be used in HVAC as described in section
2.2.1 above for HVAC- MD5.

2.2.4 HVAGC SHA-512

I dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha512

SHA- 512 [ SHA-512] can also be used in HVAC as describe in section
2.2.1 above for HVAC- MD5.

2.3 SignhatureMet hod Public Key Signature Al gorithns
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2. 3.1 RSA-MD5

I dentifier:
htt p: //wwv. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- md5

This inplies the PKCS#1 v1.5 padding al gorithm described in [RFC
2437] .

An exanpl e of use is

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- md5"/ >

The SignatureVal ue content for an RSA-MD5 signature is the base64
[ RFC 2405] encoding of the octet string conmputed as per [RFC 2437],
section 8.1.1.

Si gnature generation for the RSASSA- PKCS1-vl 5 signature schene. As
specified in the EMSA- PKCS1-V1_5- ENCODE function in [ RFC 2437,
section 9.2.1], the value input to the signature functi on MJUST
contain a pre-pended al gorithmobject identifier for the hash
function, but the availability of an ASN. 1 parser and recognition of
ODs is not required of a signature verifier. The PKCS#1 vl1.5
representati on appears as:

CRYPT (PAD (ASN.1 (O D, DI GEST (data))))
Note that the padded ASN.1 will be of the followi ng form

01| FF* | 00 | prefix | hash
where "|" is concatentation, "01", "FF", and "00" are fixed octets of
the correspondi ng hexadeci mal val ue, "hash" is the MD5 digest of the
data, and "prefix" is the ASN.1 BER MD5 al gorithm designator prefix
required in PKCS #1 [ RFC 2437], that is,

hex 30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04 10
This prefix is included to nake it easier to use standard
cryptographic libraries. The FF octet MJST be repeated the maxi mum
nunber of times such that the value of the quantity being CRYPTed is
one octet shorter than the RSA nodul us.

Due to increases in conmputer processor power and advances in
crypt ography, use of RSA-MD5 is NOT RECOMVENDED.
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2. 3.2 RSA- SHA256

I dentifier:
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

An exanmpl e of use is
<Si gnhat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"

/>

[ think the SHA-256/384/512 RSA signature algorithnms should use
PKCS#1 v2, i.e., QAEP.]

2. 3. 3 RSA- SHA384

| dentifier:
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha384

An exampl e of use is
<Si gnhat ur eMet hod

Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha384"
/>

2. 3.4 RSA-SHA512

I dentifier:
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha512

An exanpl e of use is
<Si gnhat ur eMet hod

Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha512"
/>

2.4 Canoni cal i zat onMet hod Al gorit hns

2.4.1 Mnimal Canonicalization

At this tinme two i ndependent interoperable inplenmentations of Mninma
Canoni cal i zati on have not been announced. Therefore, when XM
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Digital Siganture is advanced from Proposed Standard to Draft
Standard, it must be dropped fromthe standard track docunents.
However, there is still interest and indicates of possible future use
for Mnimal Canonicalization. For its definition, see [ RFC 3075],
Section 6.5. 1.

For reference, it's identifier remains:
htt p: //ww. w3. or g/ 2000/ 09/ xm dsi g#mi ni ma

2.5 Transform Al gorithns

Note that all CanonicalizationMethod algorithnms |isted can al so be
used as Transform al gorithns.

2.5.1 XPoi nter

I dentifier:
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e/ xptr

This transformal gorithmtakes an [ XPointer] as an explicit
paraneter. An exanple of use is [RFC 3092]:

<Transform
Al gorithn="http://ww.w3. org/ 2001/ 04/ xm dsi g- nore/ xptr">
<XPoi nt er
xm ns="http://ww. w3. or g/ 2001/ 04/ xm dsi g- nore/ xptr" >
xpoi nter(id("foo")) xm ns(bar=urn:baz)
xpoi nter(//bar: Zab[ @d="f00"])
</ XPoi nt er >
</ Tr ansf or n»

Schema Definition

<el enent name="XPoi nter" type="string"/>
DTD:

<! ELEMENT XPoi nt er (#PCDATA) >

Input to this transfromis an octet stream (which is then parsed into
XM) .

Qutput fromthis transformis a node set; the results of the XPointer

are processed as defined in the XM.DSI G specification [ RFC 3075] for
a sane-docunent XPointer.
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3. Keylnfo Elenents

3.1 PKCS #7 Bag of Certificates and CRLs

A PKCS #7 [RFC 2315] "signedData" can al so be used as a bag of
certificates and/or certificate revocation lists. The

PKCS7si gnedData el ement is defined to acconpdate such structures
within Keylnfo. The binary PKCS #7 strucuture is base64 encoded.
Any signer information present is ignored. The following is a
exanpl e, elliding the base64 data [ RFC 3092]:

<f 00: PKCS7si gnedDat a
xm ns: foo="http://ww. w3. org/ 2001/ 04/ xm dsi g- nore" >

</f06;bKCS7signedData>

4. | ANA Consi derations

None. (so far)

5. Security Considerations

Due to computer speed and cryptographi c advances, the use of MD5 as a
Di gest Met hod or in the RSA-MD5 SigantureMethod is NOT RECOMVENDED.
The cryrptographi c advances concerned do not effect the security of
HVAC- MD5; however, there is little reason not to go for one of the
SHA series of algorithms.
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Ful | Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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